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1.1

1.2

1.3

GENERAL PROVISIONS
Goals and objectives of this Policy

The American International School of Budapest, hereinafter “AISB” or the “School”, by the
nature of the activities performed, collects and uses certain personal data from individuals who
may be students, parents or other relatives or acquaintance, suppliers, business partners/contacts,
international organizations, short and long term employees, substitutes and other individuals the
organization has a relationship with or may need to contact.

This Data Protection Policy (“Policy”) describes how personal data is collected, handled and
stored to meet the School’s data protection standard and to comply with the General Data
Protection Regulation (“GDPR”) and the Hungarian Act no. CXII of 2011 on information self-
determination and freedom of information (“Data Protection Act”) as well as with other relevant
legal rules.

The policy aims to provide the general framework for ensuring an adequate level of protection
for personal data of students, parents or legal guardians of students, employees, and contractual
partners processed by AISB.

Scope

(a)  This policy applies to all personal data we process regardless of the location where that
personal data is stored and regardless of the data subject.

(b)  All staff, volunteers, contractors and other people processing personal data on the
School’s behalf must read this Policy. A failure to comply with this Policy may result in
disciplinary action.

Interpretation

In the present Policy, the expressions with a capital letter are defined in ANNEX 6 of this
Policy.

TYPES, LEGAL BASIS, PURPOSE AND NOTIFICATION OF DATA PROCESSINGS AND
RETENTION PERIODS

The School processes the following Personal Data of:
e Students, including potential applying students (see details in section 2.1, 2.2);

e Alumni (see details in section 2.3);

e Parents and other relatives of the Students or authorized acquaintance of the students or
family (see details in section 2.4);

e Job applicants (see details in section 2.5, 2.6)

e Teachers (including substitute teachers, assistant teachers, coaches and counsellors and
administrators (SLTs)) and other Employees (including administrative staff, security guards
and maintenance staff etc.) (see details in section 2.7);

e Board members (see details in section 2.8)

e External suppliers, including visiting specialists (see details in section 2.9);
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e Any person visiting the Website (see details in section 2.10);
e Any person visiting the School, including guests, relatives of Students, etc. (see details in
section 2.11);

e Any person whose image is recorded through surveillance camera (see details in section
2.12);

on the following basis, for the following purposes, applying the following retention periods:

2.1  Processing of Personal Data of potential applying Students and their Parents

2.1.1 Legal Basis:

(a)

Processing is necessary for the purposes of the legitimate interests pursued by the
School (GDPR Article 6, section 1 (f));

(b)

Data Subjects have given their consent to the processing of their Personal Data for
one or more specific purposes (GDPR Article 6, section 1 (a));

(©)

Data Subjects have given their explicit consent for the processing of their sensitive
data (GDPR Article 9, section 2 (a)).

2.1.2  Types of data and purposes of processing:

TYPE OF DATA PURPOSE OF
PROCESSING

For potential students: Name, preferred name, Sufficient execution of the

gender, date and place of birth; current grade, application procedure; for
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current and previous schools, languages, social
and emotional needs, learning needs, address,
phone number, citizenship (if not Hungarian,
type and number of visa), information
provided on the Admission Inquiry Form (if
collected from potential student), copy of
passport or ID card, TAJ number, Hungarian
residential permit and legal cause

For parents/custodians: Name, relationship to
potential student, gender, e-mail, phone
number, marital status, address, inquiry
information (if collected from parent)

applicants whose application were
declined, notification on the next
possibility of application (2.1.1 (b)
- consent)

General (non-COVID) vaccinations, lung
screening test result (whether there is illness or
not)

To check that the student is healthy
and does not infects others — (2.1.1

(a) - legitimate interest pursued by
the School)

Health support needs

To check whether the School is
able to provide the prospective
Student the support he/she requires
- (2.1.1 (c) — explicit consent)




2.1.3 Way to ensure proper notification: data privacy note shall be provided in the “Admissions
Inquiry” and “Apply now” tabs on the School’s website. The sample text of such Privacy
Note is attached to this Policy as 0-ANNEX 2.

2.1.4 Retention Period: until consent is withdrawn. In the case of legitimate interest: until the
decision on the admission of the Student happens. Such personal data may only be
accessed and reviewed by school nurses.

2.2 Processing of Personal Data of Students
2.2.1 Legal Basis:

(a) Processing is necessary for compliance with a legal obligation to which the controller
is subject (GDPR Article 6, section 1 (c)), where the legal obligation is prescribed
by Article 41 section (4) and section (9) of the Public Education Act;

(b) Processing is necessary for the purposes of the legitimate interests pursued by the
School (GDPR Atticle 6, section 1 (f));

(c) Data Subjects have given their consent to the processing of their Personal Data for
one or more specific purposes (GDPR Article 6, section 1 (a));

(d) Data Subjects have given their explicit consent (GDPR Article 9, section 2 (a)).

2.2.2  Types of data and purposes of processing

TYPE OF DATA PURPOSE OF PROCESSING

Name; date and place of birth; address; Maintaining the register of

gender; citizenship (if not Hungarian, type
and number of visa); examination results,
disciplinary problems, ID card or passport
number; TAJ number, KIR number; student
ID card number, starting date; leaving date,
missed days, info on accident; nationality,
related people

Students prescribed by the Public
Education Act
(2.2.1 (a) - legal obligation)

Grade; email address; locker number,
enrolment status, languages, report cards,
transcript, progress report, MAP result,
nickname/alias; passport and/or other ID data
and photo (to validate nationality and
identification), medical records (including
vaccinations, allergies, diabetics etc.), past
school records / background, birth certificate
copies, Veracross ID number, photo (to
support identification and for access cards, to
put into the yearbook, etc.); evaluation results;
the fact that the Student has siblings (plan for
projected enrolment); extracurricular school
activities both in school and after school (e.g.
football or other sport, drama, band, science);

Effectively pursuing the
educational activities of the School
(2.2.1 (b) — performance of
contract)

Sensitive private information such as family
and sexual life

If it is necessary for a counselling
session and/or voluntarily shared

DPP AISB 2019 -5-




with AISB by the Student (2.2.1
(d) — explicit consent)

Video recordings and streaming of events of Building a coherent social
the School, photos community in the School (2.2.1 (¢)

— consent)

Health information required by government Providing information related to
offices, such as COVID-19 testing results sent the health concerns
to the EMMI (2.2.1 (a) - legal obligation)

Images and sound recorded by CCTYV system, see details in 2.12 below
transportation information of the Student,

date and time of entry and leave — captured

through a log-in system operated as part of the

CCTYV system

2.2.3  Way to ensure proper notification: Students and their Parents are notified in writing on

the processing of Student’s Personal Data upon enrolment (Annex 2 of the Enrolment

Agreement). Students and Parents are asked in the beginning of every school year to sign
the applicable (Elementary, Middle or High School) Handbook, which includes the
specific information on data collection to confirm that they have read, understood and

accepted such information.

2.2.4  Retention periods:

(a)

(b)

(©)

(d)

Where legal obligation is the basis of processing (2.2.1 (a)): as specified in Article
3, point j) and Article 4 of the Archives Act) and Schedule 1 of the EMMI Decree
which is enclosed to this Policy as ANNEX 7;

Where legitimate interest is the basis of processing (2.2.1 (b)): as long as processing
is necessary for the purposes of the legitimate interests pursued by the School except
where (i) such interests are overridden by the interests or fundamental rights and
freedoms of the Student which require protection of Personal Data or; (ii) if the
Student (or the Parent on the Student’s behalf, as applicable) objects the Data
Processing and the School cannot justify that its legitimate interest overrides that of
the Student;

Where consent is the legal basis of processing (2.2.1 (c)): until withdrawal of consent
(consent can be withdrawn by e-mail to the e-mail address (directoroffice(@aisb.hu)
or registered postal mail (H-2094 Nagykovacsi, Nagykovacsi it 12., Hungary) with

return of receipt (“tértivevény’) to the address of the School;

Where expressed consent is the legal basis (2.2.1 (d)): such Personal Data is only
processed as long as it is necessary for the purpose, provided that explicit consent is
not withdrawn earlier.

2.3  Processing of Personal Data of Alumni

2.3.1 Legal Basis:
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(a) Processing is necessary for compliance with a legal obligation to which the controller
is subject (GDPR Article 6, section 1 (c)), where the legal obligation is prescribed
by Article 3, point j) and Article 4 of the Archives Act;

(b) Data Subjects have given consent to the processing of their Personal Data for one or
more specific purposes (GDPR Article 6, section 1 (a));

(c) Processing is necessary for the purposes of the legitimate interests pursued by the
School (GDPR Article 6, section 1 (f)).

2.3.2  Types of data and purposes of processing

TYPE OF DATA PURPOSE OF PROCESSING

Name, date and place of birth, citizenship, Ensuring exercising the right of

school results and documents necessary to Students to education (2.3.1 (a) — legal

enrol into higher educational institutions obligation)

Name, last year at AISB and graduating Building alumni council, sending

class, e-mail address, phone number, notifications about Alumni events and

position, employer, sponsorship money (if maintaining contact (2.3.1 (b) —

any), photos made on alumni events and consent)

any other information Data Subjects

choose to share

Photos of Alumni displayed in former In case of yearbooks prepared during

yearbooks the period when the Alumni were the
Students of the School, the School still
keeps their pictures in the books after
graduation (2.3.1 (b) — consent)

Images and sound recorded by CCTV see details in 2.12 below

system (if Alumni stay in the School

building), date and time of entry and leave

of the Campus of AISB - captured

through a log-in system operated as part

of the CCTYV system

2.3.3  Way to ensure proper notification: upon graduation, graduating Students are notified of
the possibility of entering the alumni association and the necessary processing of their
personal data in a Google survey message where the Privacy Note also appears. The text
of the Privacy Note is attached to this Policy as -ANNEX 2. In the Privacy Note, besides
the option of receiving notifications on Alumni events, graduating Students are also
notified of (i) the keeping of certain of their Personal Data perpetually as prescribed by
the Archive Act, and (ii) the fact that as automatically erasing their photos from former
school yearbooks would cause an unreasonable burden for the School, the School still
keeps their photos in such yearbooks after graduation. Graduating Students may provide
their consent to the processing of their personal data in respect of the receipt of
notifications on alumni events by opting in the checkbox in the Google survey website
they receive from the School or by sending an e-mail to the e-mail address
(directoroffice(@aisb.hu) / clicking the “I consent” tab in the e-mail.

2.3.4 Retention periods:
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(a) Where legal obligation is the basis of processing (2.3.1 (a)): as specified in Article
3, point j) and Article 4 of the Archives Act and Schedule 1 of the EMMI Decree;

(b) Where consent is the legal basis of processing (2.3.1 (b)): until withdrawal of
consent. Consent can be withdrawn by e-mail to the e-mail address
(directoroffice(@aisb.hu) or registered postal mail (H-2094 Nagykovacsi,

Nagykovacsi ut 12., Hungary) with acknowledgment of receipt function;

(c) Where legitimate interest is the legal basis of processing (2.3.1 (¢)): until the Alumni
objects to such Data Processing for a rightful reason in a way that it does not mean
an unreasonable burden for the School. In case of such objections, the School
concludes the “balance of interests assessment” test based on the relevant regulations
of the GDPR underlining whether the School’s interest to process the Personal Data
is stronger than the rights and interests of the Alumni concerning the processing and
notifies the Alumni concerning the result of the assessment.

Processing of Personal Data of Parents/Custodians and other relatives of the Students or
authorized acquaintance of the students or family of Students

2.4.1 Legal Basis:

(a) Processing is necessary for compliance with a legal obligation to which the controller
is subject (GDPR Article 6, section 1 (c¢)), where the legal obligation is prescribed
by Article 41 section (3) of the Public Education Act;

(b) Processing is necessary for the purposes of the legitimate interests pursued by the
School (GDPR Atticle 6, section 1 (f));

(c) Processing is necessary for the performance of a contract to which the Data Subject
is party (GDPR Atrticle 6, section 1 (b));

(d) The Data Subjects have given consent to the processing of their Personal Data for
one or more specific purposes (GDPR Atrticle 6, section 1 (a)).

2.42  Types of data and purposes of processing

TYPE OF DATA PURPOSE OF PROCESSING

Name, address, phone number, Maintaining the register of Students

family status, relation to the student prescribed by the Public Education Act
(legal obligation — 2.4.1 (a))

E-mail address Contacting the Parents/Custodians in case of
necessity (consent — 2.4.1 (b)), informing
Parents/Custodians about students result and
school events

Gender, title For using correct salutation on
communications (consent — 2.4.1 (b))

Name, address, e-mail address, Necessary for billing under the enrolment

passport number and country of contract (performance of contract — 2.4.1

issuance, payment information (for (c))

tuition and other fees) of the parents
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or payer (e.g. employer), fees,
amount paid, outstanding amounts,
late payment information;

Name of spouse

COVID-19 vaccine status

Photo of the parent

Social Media such as Linkedln,
Facebook, Twitter, Instagram
Occupation; video recordings and
streaming of events in the School;
Images and sounds recorded by
CCTY system (if Parents stay in the
School building) date and time of
entry and leave — captured through a
log-in system operated as part of the

For making spouses eligible to receive
academic and personal information on their
child (performance of contract — 2.4.1 (¢))
To ascertain the safety of running an event
on campus (2.4.1. (d) (explicit) consent)

Personal consulting with
teachers/counsellors in the interest of the
Student (2.4.1. (d) (explicit) consent)

Building a coherent social community in the
School (2.2.1 (¢) — consent)
Building a coherent social community in the
School (consent — 2.4.1 (d))

see details in 2.12 below

CCTYV system

243

2.4.4

(a)

(b)

(©)
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Way to ensure proper notification: Parents are notified in writing on the processing of
Parents’ Personal Data upon enrolment (Schedule 2 of the Enrolment Agreement).
Parents are asked in the beginning of every school year to sign the applicable
(Elementary, Middle or High School) Handbook which includes the specific
information on data collection to confirm that they have read, understood and accepted
such information.

Retention period:

Where legal obligation is the basis of processing (2.4.1 (a)): until the end of the
school year or the Student otherwise leaving the School, but at latest until the full
payment of the tuition fee;

Where legitimate interest is the basis of processing (2.4.1 (b)): as long as processing
is necessary for the purposes of the legitimate interests pursued by the School except
where (i) such interests are overridden by the interests or fundamental rights and
freedoms of the Parent which require protection of Personal Data or (ii) if the Parent
objects the Data Processing and the School cannot justify that its legitimate interest
overrides that of the Parent;

Where the performance of the contract is the basis of processing:

e as long as processing is necessary for the performance of the contract; and



2.5

2.6

e another 5 (five) years after the expiry of the contract in order to exercise
potential claims (in accordance with Section 6:22 (1) of the Civil Code). In this
case, Personal Data are processed on the basis of the legitimate interest of the
School to the extent it is necessary for the pursuing of the claim;

(d) Where consent is the legal basis of processing, until withdrawal of consent (consent
can be withdrawn by e-mail (directoroffice@aisb.hu) or registered postal mail (H-
2094 Nagykovacsi, Nagykovacsi ut 12, Hungary) with acknowledgment of receipt

function.

() The COVID 19 vaccination status (the fact that a Data Subject is vaccinated) is only
recorded when the Data Subject explicitly requests so.

Processing of Personal Data of Job Applicants

251

252

253

254

Legal Basis:

(a) Processing is necessary for the purposes of the legitimate interests pursued by the
School (GDPR Article 6, section 1 (f));

(b) The Data Subjects have given consent to the processing of their Personal Data for
one or more specific purposes (GDPR Article 6, section 1 (a)).

Types of data and purposes of processing

TYPE OF PERSONAL DATA PURPOSE OF PROCESSING

Name, e-mail address, phone number, Sufficient performance of

address, qualification and its proof, application process (2.5.1 (a) —

references, police check (erkélcsi bizonyitvany legitimate interest)

in Hungarian) other data in the CV applicant

shared with the School

Photo In order to use in school materials
(2.5.1 (b) — consent)

Way to ensure proper notification: data privacy note shall be provided in the “Job
Postings” page on the School’s website or in the text of job postings published elsewhere.
The sample text of such Privacy Note is attached to this Policy as 0-ANNEX 2.

Retention period: until decision is made on the application (hiring), except if the Personal
Data are further handled based on section 2.6 or 2.7 below. The police checks (erkolcsi
bizonyitvany in Hungarian) are only presented and not recorded.

Processing of Personal Data of Job Applicants (non-hired)

2.6.1

2.6.2

Legal Basis:

Data Subjects have given their consent to the processing of their Personal Data for one or
more specific purposes (GDPR Article 6, section 1 (a));

Types of data and purposes of processing
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TYPE OF PERSONAL DATA PURPOSE OF PROCESSING

CVs and data included therein Informing the data subject on

future job postings (2.6.1 —
consent)

2.6.3 Way to ensure proper notification: data privacy note shall be provided in the “Job

Postings” site on the School’s website or in the text of job postings published elsewhere.
The sample text of such Privacy Note is attached to this Policy as 0-ANNEX 2.

2.6.4 Retention period: until the withdrawal of consent. Consent may be withdrawn by e-mail
(directoroffice(@aisb.hu), clicking on the “unsubscribe” button or registered postal mail

(H-2094 Nagykovacsi, Nagykovacsi ut 12. Hungary) with acknowledgment of receipt

function.

2.7  Processing of Personal Data of hired Employees (e.g. Administrators, Teachers and Staff

Members)

2.7.1 Legal Basis:

(a)

(b)

(©)

(d)

(e)

DPP AISB 2019

Processing is necessary for compliance with a legal obligation to which the
Controller is subject (GDPR Atrticle 6, section 1 (c)), where the legal obligation is
prescribed by:

(i) Government Decree no. 32/1999 (11.26.) (in the case of expatriate
Administrators, Teachers and other staff),

(i) Article 44/A and 51 section (4) of the Labour Code, Act no. CL of 2017 on the
administration of taxation, annex 1, point 3; Act no. LXXXIII of 1997 on health
insurance, Article 79 section 2 and Act LXXX of 1997, Article 46 section 2
(only in the case of Hungarian Employees);

Processing is necessary for the performance of a contract to which the Employee is
party (GDPR Article 6, section 1 (b)); and after the expiry of the contract for the
purposes of the legitimate interests pursued by the School (GDPR Article 6, section

1(D);

Data Subjects have given consent to the processing of their Personal Data for one or
more specific purposes (GDPR Article 6, section 1 (a));

Data Subjects have given their explicit consent for the processing of their sensitive
data (GDPR Article 9, section 2 (a));

Processing is necessary for the purposes of carrying out the obligations and
exercising specific rights of the controller or of the data subject in the field of
employment and social security and social protection law, preventive or
occupational medicine, the assessment of the working capacity of the employee,
medical diagnosis (GDPR Atrticle 9, section 2(b), (h))

-11 -



2.7.2
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(f) Processing is necessary for the purposes of the legitimate interests pursued by the

School (GDPR Article 6, section 1 (f)).

Types of data and purposes of processing

Name, date and place of birth, gender,
qualification data concerning educational
background and certificates (i.e. name of
university, number of diploma, major,
graduation data), address, citizenship (in case of
other than Hungarian, type and number of visa,
residency permits) tax and/or ID card number
Name, tax ID, date and place of birth, mother’s
maiden name, address, beginning of social
insurance relation, end of social insurance
relation, working time, social security number,
FEOR number, qualification data including
educational background, the name of
educational institution and number of diploma,
period of suspension of social insurance; data
necessary to determine health insurance
benefits, the type of relationship in case of the
existence of a dependent person, gross salary
and other benefits (e.g.: cafeteria), overtime,
social contributions paid, by the School, tax and
social contribution deducted, other deductions,
health check up

Data necessary to determine health insurance
benefits; health check-up, the type of
relationship in the case of the existence of a
dependent person (family details); information
on salary, citizenship, ID code, other
information required by the Medical insurer
Results of annual health exam

Results of police/criminal record checks

Name, job title, place of employment, date of
commencement and termination of
employment, social security number, tax ID
number (only in case of Hungarian Employees),
employees financial information (i.e. bank
account number, pension funds, investments),
telephone number, e-mail address, times of
access, curriculum vitaes (CV), time spent in
employment so far, rating data, education

-12 -

Hiring qualified teachers as

prescribed by  Government
Decree no. 32/1999 (11.26.) in the
case of Teachers (legal

obligation — 2.7.1 (a))

For taxation, health and social
security  insurance  purposes
(legal obligation — 2.7.1 (a) +
authorisation for the processing
of sensitive data in 2.7.1 (e))

Personal Data collected for
expatriate Teachers to provide
health insurance (contractual
obligation - 2.7.1. (b) +
authorisation for the processing
of sensitive data in 2.7.1 (e))
Prescribed by the Labour Code
(legal obligation — 2.7.1 (a) +
authorisation for the processing
of sensitive data in 2.7.1 (e))
Prescribed by the Labour Code
and the Public Education Act
(legal obligation — 2.7.1 (a) +
authorisation for the processing
of sensitive data in 2.7.1 (e))
Entering into and maintaining
labour contract relationships
(performance of a contract —
2.7.1 (b))
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certificates and diplomas, visa and other
residency permits, previous employment and
reason for leaving, references, offer letters,
employee’s training courses and personal
development, professional certificates, skill
inventory, foreign language proficiency, salary
and compensation, awards and benefits, debt
owed to the employee, employee’s expenses,
disciplinary records, performance appraisals,
paid leaves and holidays, time sheets,
allowances and their entitlements, debt owed to
the employee, salary and benefits, overtime,
substituting, citizenship, gender, family
information for health insurance, photo (for
identification and ID cards), teaching schedules,
marital status (for residency permits), home of
record (where they live and want to travel back
after), employee’s electronic correspondence
(via School provided e-mail) and telephone
communication through School phone, driver
or other special licences

ID copies (e.g. passports, visas)

Passports, identification documents, Car ID and
other data, Hungarian address and rental
contract, health information

Video recordings and streaming of events in the
School and photos captured on those events,
Employee and Board member photos on the
website

References and evaluation materials

Images and sound recorded by CCTV system,
date and time of entry and leave — captured
through a log-in system operated as part of the
CCTYV system

-13-

Providing assistance to
expatriate Teachers to arrange all
permits to stay, car purchase,
apartment rental, payment of
fines etc., as well as providing
copies to the Immigration Office
and the applicable Hungarian
consulate (e.g.. New York
consulate) (explicit consent —
2.7.1 (d)).

In order to assist expat Teachers
in official procedures (consent —
2.7.1 (c) and explicit consent in
the case of processing special
categories of data—2.7.1 (d)) like
permits to enter, Covid-19 rules
application, house rental, car
insurance and permits etc.
Building a coherent social
community of Students, Parents
and Teachers of the School
(consent —2.7.1 (¢))

In order to make a better
assessment of prospecting and
present employees (consent —
2.7.1 (¢))

see details in 2.12 below



2.7.3 Way to ensure proper notification: data protection clause in the labour contracts and
Privacy Notes also referring to this Policy. By signing the labour contract, Employees
declare that they read, understood and accepted the Privacy Note and this Policy. The
sample text of such Privacy Note is attached to this Policy as 0-ANNEX 2.

2.7.4  Retention period:

(a) Where legal obligation is the basis of processing (2.7.1 (a)): as specified in the
EMMI Decree (ANNEX 7 of this Policy) except for those data which are required to
exercise the right of Teachers (excluding expatriate Teachers) and Employees to
social insurance services (as specified in Article 3, point j) and Article 4 of the
Archives Act) which are kept in perpetuity;

(b) Where legitimate interest is the basis of processing (2.7.1 (b)): as long as processing
is necessary for the purposes of the legitimate interests pursued by the School except
where (i) such interests are overridden by the interests or fundamental rights and
freedoms of the Employee which require protection of Personal Data or; (ii) if the
Employee objects to the Data Processing and the School cannot justify that its
legitimate interest overrides that of the Employee;

(c) Where the performance of the contract is the basis of processing;:

e aslong as processing is necessary for the performance of the contract except for
documents whose retention period is specified otherwise in the EMMI Decree
(ANNEX 7 of this Policy); and

e another 3 (three) years after the expiry of the contract in order to exercise

potential claims after concluding the performance of the contract (in accordance
to Section 286(1) of the Labour Code), except for documents whose retention
period is specified otherwise in the EMMI Decree (ANNEX 7 of this Policy). In
this case, Personal Data are processed on the basis of the legitimate interest of
the School to the extent it is necessary for the pursuing of the claim;

(d) Where consent is the legal basis of processing, until withdrawal of consent (consent
can be withdrawn by e-mail to the e-mail (directoroffice@aisb.hu) or registered

postal mail (H-2094 Nagykovacsi, Nagykovacsi ut 12. Hungary) with
acknowledgment of receipt function.

2.8  Processing of Personal Data of Board Members (including applicants for Board Member
positions)

2.8.1 Legal Basis:

(a) Processing is necessary for compliance with a legal obligation to which the
Controller is subject (GDPR Atrticle 6, section 1 (c)), where the legal obligation is
prescribed by Act CLXXV of 2011 on the Freedom of Association, on Public-
Benefit Status, and on the Activities of and Support for Civil Society Organizations;
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(b) Processing is necessary for the performance of a contract (in this case, performing
Board membership) (GDPR Article 6, section 1 (b)); and after the expiry of the
contract for the purposes of the legitimate interests pursued by the School (GDPR
Article 6, section 1 (f));

(c) Data Subjects have given their consent to the processing of their Personal Data for
one or more specific purposes (GDPR Article 6, section 1 (a));

(d) Processing is necessary for the purposes of the legitimate interests pursued by the
School (GDPR Article 6, section 1 (f)).

TYPE OF DATA PURPOSE OF PROCESSING

Name, address, mother’s Reporting data of the board members to the
maiden name registration court (legal obligation - 2.8.1 (a))
Name, address, mother’s Entering into and maintaining Board

maiden name, contact details membership (performance of a contract —2.8.1
(i.e. e-mail address, telephone (b))

number, skype user name),

Date and place of birth,

citizenship, tax residency, Bank
required information for

signatory rights

Video recordings, CV and other Data are shared during the process in the course
information shared with the of which prospective Board Members are being
School on voluntary basis elected (consent — 2.8.1 (¢))

Images and sound recorded by  see details in 2.12 below

CCTY system (if Board

Members stay in the School
building), date and time of
entry and leave — captured
through a log-in system and in
the CCTYV system

2.8.2  Way to ensure proper notification: data protection clause in the appointment document
of Board Members, also referring to this Policy. By accepting the appointment, Board
Members declare that they read, understood and accepted this Policy. The School does
not provide a separate Privacy Note to Board Members as the range of their Personal
Data controlled by the School is not too significant. The sample text of such Privacy
Notification is attached to this Policy as 0-ANNEX 2.

2.8.3  Retention period:

(a) Where legal obligation is the basis of processing (2.8.1 (a)): until the data is
registered with the registration court, thereafter, the data becomes public data.

(b) Where the performance of the contract (in this case, performing Board membership)
is the basis of processing:

e as long as processing is necessary for the performance of the contract
(performing Board membership); and
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e another 5 (five) years after the expiry of the contract (Board membership) in
order to exercise potential claims years after concluding the performance of the
contract (in accordance with Section 6:22 (1) of the Civil Code). In this case,
Personal Data are processed on the basis of the legitimate interest of the School
to the extent it is necessary for the pursuing of the claim.

2.9  Processing of Personal Data of External Suppliers (including visiting specialists)
2.9.1 Legal Basis:

(a) Processing is necessary for the performance of a contract to which the Data Subject
is party (GDPR Article 6, section 1 (b)) (in case the processed Personal Data belong
to the natural person External Supplier);

(b) Processing is necessary for the purposes of the legitimate interests pursued by the
School (GDPR Article 6, section 1 (f)):

(i) in case the processed Personal Data belong to the natural person representative
of the External Supplier; and

(i1) after the expiry of the term of the contract.

2.9.2  Types of data and purposes of processing

TYPE OF DATA PURPOSE OF PROCESSING

Name, e-mail address, telephone Entering into and maintaining contractual
number of representative (in case of  relationships, keeping contact (performance
company), position, employer, of'a contract — 2.8.1 (a), legitimate interest —

employer address, bank information  2.8.1 (b)(i))

for payment, ID card number if a

private person, Exercising potential claims after the expiry of
passport number, flight and hotel the contract (legitimate interest — 2.8.1 (b)(ii))
information (in case of visiting

specialists only)

2.9.3 Way to ensure proper notification: data protection clause in the contracts, also referring
to this Policy. By signing the contract, External Suppliers declare that they read,
understood and accepted this Policy. The School does not provide a separate Privacy
Note to External Suppliers as the range of their Personal Data controlled by the School
is not extensive. The rules in relation to the Data Processing are included in the privacy
clause of the contract between the School and the External Supplier in which this Policy
is also referred to.

2.9.4 Retention period: as long as processing is necessary for the performance of the contract;
and another 5 (five) years after the expiry of the contract in order to exercise potential
claims years after concluding the performance of the contract (in accordance with
Section 6:22 (1) of the Civil Code).

2.10 Processing of Personal Data of any Data Subjects visiting the Website

DPP AISB 2019 -16 -



2.10.1

2.10.2

2.10.3

2.104

Legal Basis:

(a) Processing is necessary for the purposes of the legitimate interests pursued by the
School (GDPR Atticle 6, section 1 (f));

(b) The visitors have given consent to the processing of their Personal Data for one or
more specific purposes (GDPR Article 6, section 1 (a)).

Types of data and purposes of processing

TYPE OF DATA PURPOSE OF PROCESSING

e-mail address, IP addresses, Ensuring the technical operation of the Website,
browsing history by using providing better online services, the following
cookies types of cookies may be used (based on

legitimate interests — 2.9.1 (a)):

-user-input cookies

-authentication cookies

-user centric security cookies

-multimedia player session cookie

-load balancing session cookies

-user interface customization cookies

Other types of cookies (if used) are based on
consent (2.9.1 (b))

Communication in chatbox Enabling visitors of the website to get in contact
with AISB (consent - 2.9.1 (b))

Way to ensure proper notification: a cookie note and a Privacy Note in the beginning of
the conversation in the chatbox (PART 5 - ANNEX 2) and displaying this Privacy Policy
on the Website.

Retention period:

(a) Personal Data carried by the cookies may be retained unless the Data Subject as user
of the Website blocks their use in its browser settings, but only as long as the
processing of such Personal Data is necessary for the technical operation of the
Website;

(b) Personal Data provided in the chatbox: until withdrawal of consent (deletion
request).

2.11 Processing of Personal Data of any Data Subjects visiting the School (guests, relatives of
Students, coaches, consultants, educators etc.)

2.11.1

Legal Basis:

(a) Processing is necessary for the purposes of the legitimate interests pursued by the
School and third persons entering the School (GDPR Article 6, section 1 (f)).

(b) Data Subjects have given their explicit consent to the processing of their Personal
Data for one or more specific purposes (GDPR Article 9, section 2 (a));
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2.11.2 Types of data and purposes of processing

TYPE OF DATA PURPOSE OF PROCESSING

Name, security ID card number, Ensuring safety of persons and property
purpose of visit or person (legitimate interests — 2.10.1 a))
visited, name of the person

visited, date and time of visit —

captured through a log-in

system.

Health and COVID-19 vaccine  Ensuring safety and health of persons (explicit
status, as well as travel history consent — 2.10.1 b))

in the days leading up to their

visit (based on the applicable

regulation and the related decision

of the Director, these may be

changed depending on the actual

status of the epidemic)

2.11.3 Way to ensure proper notification:

(a) a Privacy Note is displayed on the back of the temporary ID cards visitors get. The
text of such Note is attached to this Policy as PART 6 - ANNEX 2.

(b) aPrivacy Notice displayed at the entrance of the School.

2.11.4 Retention period (in accordance with section 32(2)-(3) of the Security Services Act):

(a) immediately upon the termination of the authorisation for regular entry (but up to a
period of 6 months in respect of non-identification details, e.g. date of entry);

(b) within 24 hours following the time of exit upon a single entry.

(c) no data is retained in the case of merely checking COVID-19 vaccine status, except
if the Data Subjects request so.

2.12 Processing of Personal Data of any Data Subjects through surveillance camera (CCTYV)
system

2.11.1 Legal Basis:

Processing is necessary for the purposes of the legitimate interests pursued by the School
and persons entering the School (GDPR Article 6, section 1 (f)).

2.12.1 Types of data and purposes of processing

TYPE OF DATA PURPOSE OF PROCESSING

Video recordings of the Data Ensuring safety of the Employees, Students and
Subjects with in and outdoor properties of the School (2.11.1 — legitimate
campus coverage (no cameras interest).

are placed in classrooms,
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31

3.2

3.3

34

3.5

3.6

3.7

bathrooms, offices and
changing rooms)

2.12.2 Way to ensure proper notification: a Privacy Note is displayed in entrances of places
monitored including school buses. The text of such Note is attached to this Policy as 0-
ANNEX 2.

2.12.3 Retention period: 7 (seven) days, and in case of certain valuable property, 30 (thirty)
days, unless the Personal Data are used as evidence in any proceeding (internal
examination).

2.12.4 Detailed rules of the operation of the surveillance camera system are to be found in
ANNEX 3.

PRINCIPLES AND METHODS OF DATA PROCESSING

The School is committed to the data protection principles set out by the GDPR, i.e. lawfulness,
fairness, transparency, purpose limitation, data minimization, accuracy, storage limitation,
integrity, confidentiality and accountability. This means that School should have a legitimate
basis for which Personal Data are processed. For example, consent from the Data Subject, or that
the processing is necessary for compliance with a legal obligation to which we are subject. It also
means that we should inform the Data Subject about the processing in accessible and easy to
understand communication.

The School only processes the Personal Data based on the legal basis and for the purposes
stipulated above in section 2. The range of Personal Data processed can only be in proportion
with the purpose of the processing, its scope cannot go beyond that.

In case of Data Processing activities based on consent, the Data Subject may withdraw his
consent any time. This does not affect the lawfulness of processing activities before the
withdrawal.

If the legal basis of Data Processing is the legitimate interest of the School, the School has
concluded and in the future will conclude the “balance of interests assessment” based on the
relevant regulations of the GDPR underlining the School’s interest to process the Personal Data
is stronger than the rights and interests of the Data Subject concerning the Data Processing. In
case of request, the School provides detailed notification to the Data Subjects on the issues
stipulated in this section.

In every case when the School wishes to utilize Personal Data for a purpose different from the
original purpose, the School notifies the Data Subject and obtains his prior, expressed consent,
also provides an opportunity to refuse such Data Processing.

The Data Subject is responsible for the correct provision of his or her Personal Data.

If the Data Processing is based on consent, Personal Data of Data Subjects below 16 years can
be processed with the approval of their Parents.
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3.8

3.9

4.1

4.2

4.3

4.4

5.1

The School may use the statistically unified form of the data, which does not contain any features
making possible to identify or make any connection with the Data Subject, therefore, this use of
data is not Data Processing.

The School notifies the Data Subject and all persons for whom the Personal Data was transferred
on rectification, restriction, or erasure. There is no need for notification if this does not harm the
legal interests of the Data Subject, considering the purpose of the Data Processing.

TRANSFERRING PERSONAL DATA

Personal Data of Students may be transferred to courts, police, prosecutors, local governments,
child protection organisations, administrative and national security agencies in accordance with
the Public Education Act for the lawful requests of these organisations. The School utilises data
processors for several purposes, whose details are listed in ANNEX 1. Transfer to Data
Processors is done without obtaining further consent of the Data Subject. Nevertheless, the
School must inform the Data Subject on the fact that a Data Processors has been engaged for
Data Processing and the identification details of such Data Processors.

Personal Data may be transferred to third persons in case of official legal and administrative
procedures to the necessary extent, to administrative agencies based on the official ruling of the
agency, legal rules obligations or with the explicit consent of the Data Subject.

The School keeps a register of Personal Data transfers in order to examine the lawfulness of the
transfer and notify the Data Subjects, which is attached to this Policy as ANNEX 4.

The School utilises software for educational and administrative purposes and Personal Data of
Data Subjects may be hosted in the servers of those service providers. List of Personal Data
transferred electronically to these external locations are also attached in ANNEX 4. These service
providers are not considered Data Processors and therefore not listed in ANNEX 1, since they
provide their own services and make their own decisions on what types of Personal Data they
process for their own purposes, and the School has no control over their activities. Nevertheless,
the School chooses these service providers after careful consideration of the risk their Data
Processing means for the rights and freedoms of the Data Subjects. In case a Data Subject has
concerns on processing his or her Personal Data by these service providers, he or she can consult
with the privacy policies of these providers, and in case of further concerns, may contact the
School in e-mail (directoroffice@aisb.hu) or registered postal mail (H-2094 Nagykovécsi,

Nagykovacsi ut 12., Hungary).

DATA PROCESSORS

The School utilises Data Processors for several purposes, whose details are listed in ANNEX 1.
Transfer to the Data Processors is done without obtaining further consent of the Data Subject.
Nevertheless, the School must inform the Data Subject on the fact that a Data Processor has been
engaged for Data Processing and the identification details of such Data Processors.

DPP AISB 2019 -20 -



5.2

5.3

5.4

6.1

6.2

6.3

Data Processors do not make their own decisions concerning Data Processing; they solely

proceed based on their agreement with and the instruction of the School. The School enters into

a data processing agreement with Data Processors, specifying at least the minimum requirements
under Article 28(3) of the GDPR.

The School regularly inspects the activities of Data Processors, if circumstances necessitate so.

Data Processors can utilise sub-processors only with the consent of the School.

PERSONS HAVING ACCESS TO PERSONAL DATA

The Director is responsible for Data Processing activities of the School in general.

It is ensured by this Policy that only persons who need to know shall have access to Personal

Data. In case of unauthorised access, an internal examination is conducted to determine possible

sanctions. Based on the seriousness of the case, a criminal complaint is also considered. If the

unauthorized access is considered as a Data Breach, the process described in section 8 below is

followed.

Employees with access to personal data:

(a)

(b)

(c)

(d)
(e)

®

(2

(h)
(1)
@

only access personal data to the extent necessary to serve the applicable legitimate
purposes for which AISB processes personal data and to perform their job;

report of any (possible) incident or issue relating to personal data to their manager or to
the Business Manager/Director

never discuss confidential information in public areas or with individuals who don’t have
a need to know;

dispose of sensitive documents properly;

ensure computing devices are password protected and powered off when not in use for
extended periods of time (such as after work, on weekends, during holidays and so on);

working in departments that handle confidential information should lock and secure all
information and equipment when they are away from their desk areas;

should keep their desk areas organized and keep all confidential information secured and
out of view when away from their desks;

should not share passwords;
should not store the passwords in plain text;

should promptly report any suspected breach of security policy that comes to their
knowledge;
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(k)  consult their direct manager or the Business Manager whenever they have concerns
regarding the data privacy.

6.4  Only the following persons have the right to access the following Personal Data:

TYPE OF PERSONAL DATA PERSON HAVING ACCESS TO
PERSONAL DATA

Personal Data of Teachers and other SLT, HR officer and assistant to the Director for

Employees employment related data, Chief Accountant and
Accountant all financial related data for health
insurance and out-payment, THE for travel related
data and rental of apartments, GSO and his assistant
for residency and other permits, car related issues
(purchase, insurance, fines, rentals etc.), IT staff.

Personal Data of Students Teachers of the student, SLT members who need to
know, members of admission office to the extent it
is essential for their work, Finance officers for
payment, IT staff

Medical records Nurses, doctors, counsellors in case of mental
health related data; teachers if they also need to
know it (e.g. allergies, diabetes, epilepsy, lactose or
gluten syndrome of certain Students), members of
admission office to the extent it is essential for their
work/enrolment, SLT, IT staff

Personal Data of Parents Teachers, SLT, members of admission office to the
extent it is essential for their work, finance office
for payment and collection, IT staff

Personal Data of Alumni SLT, members of advancement office, IT staff

Personal Data of External Suppliers Only those staff members who are responsible for
ordering and concluding the contract, the person
who ordered, IT staff

Personal Data taken by Surveillance Director, Business Manager, Security Manager,

Camera System Security Supervisor

6.5  While technically IT staff has access to data retained electronically, they shall not access any
personal data unless there is a compelling reason to do so.

7. STORAGE AND SAFETY OF PERSONAL DATA

7.1  Data storage is the processing operation that consists of keeping personal data collected by AISB
in any form (electronic or paper).

7.2 Personal Data must be processed in a manner that ensures appropriate security, including
protection against unauthorised or unlawful processing and against accidental loss, destruction
or damage, using appropriate technical or organisational measures.

7.3  Personal Data must be kept in a form that permits identification of data subjects for no longer
than is necessary for the purposes for which the personal data are processed.

7.4  Personal Data are stored at AISB for the retention period specified in section 2 above,

respectively.
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7.5  The following Personal Data are stored in paper-based or electronic format:

(a)  Employee data, employment contracts, leave forms, reimbursement forms, PD forms,

travel forms, records of absence, in and outpayment acknowledgments, student test scores,

exam papers, essays, medical records, contract with suppliers

(b)  Security measures for the printed data:

(a)

(b)

(©)

users working in departments that handle confidential information should lock and
secure all information and equipment when they are away from their desk areas.

access controls are implemented as required, to monitor and restrict access for
individuals to areas to which access is required for business purposes. These
restrictions are applied as required to AISB employees, including contractors,
visitors and other relevant identified third parties;

AISB will establish retention or disposal schedules for specific categories of records
in order to ensure legal compliance, and also to accomplish other objectives, such as
preserving intellectual property and cost management.

7.6  The majority of Personal Data are stored in electronic format on internal servers and external

locations protected by access restriction utilising usernames, passwords and encryption, different

levels of authorization, firewalls, and filters. Personal Data stored electronically includes:

(a)  Student, parent, faculty and staff data (in the Veracross system), payroll data (in Kulcssoft
system), accounting system (SAP), internal and external student test scores, Data

Dashboard, LAC, surveillance system information, Google, Alchemer Surveys.

(b)  Security measures for the electronic data:

(a)
(b)

(©)

(d)

(e)

®
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user should always lock laptop/desktop when leaving from computer

user should not circumvent computer security or gain access to a system for which
they have no authorization

servers and workstations will be protected by using security software and
implementing firewall rules;

servers will be located in places specially equipped with access control and
environmental controls, inaccessible to unauthorized persons;

data must be frequently backed up and these copies must be periodically tested to
ensure data recovery;

employees must use strong passwords for the computer applications used, in
accordance with the domain password configuration rules. Passwords must be kept
confidential and changed regularly;
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7.7

7.8

8.1

8.2

83

84

9.1

(g) the access to IT systems (to Personal Data) will be granted by the IT department
according to the “need to know” principle, based on privileges required to perform
their duties.

Internal servers are as follows:

(a)  AISB Enterprise Security Server - runs all security software at the school. All security data
is hosted on this server.

(b)  AISB Servers - run at the school. Data storage and backup for all in-house programs are
stored here.

Server room can be accessed only by card or key, limited to technology staff only.

External locations where Personal Data is hosted are listed in Annex 4.

PROCEDURES FOR A DATA BREACH EVENT
In the case of a Data Breach, the person in charge of reporting Data Breaches notifies:

(a)  the Hungarian National Authority for Data Protection and Freedom (“NAIH”), unless the
personal data breach is unlikely to result in a risk to the rights and freedoms of natural
persons (see Recital 75 of the GDPR); and

(b) the Data Subject, when Data Breach is likely to result in a high risk to the rights and
freedoms of natural persons (see Recital 89 of the GDPR),

without undue delay, but at least within 72 hours after having become aware of the Breach.

The notification is sent in e-mail, with a subject as follows: ,,URGENT— PERSONAL DATA
BREACH”.

The notification contains all relevant information concerning the Data Breach. The person in
charge remains available to provide further information and respond to any queries of the Data
Subject or the NAIH. The notification form for an event of Data Breach listing the information
to be provided under Articles 33-34 of the GDPR is attached to this Policy as ANNEX 5.

The School pursues all reasonable efforts to solve the problem as fast as possible.
DATA PROTECTION OFFICER

As the School is

(a)  not a public authority or body (Article 37(1) (a) of the GDPR),

(b)  its core activities do not consist of processing operations which require regular and
systematic monitoring of Data Subjects on a large scale (Article 37(1) (b) of the GDPR),
and
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9.2

9.3

9.4

10.

10.1

10.2

(c) itscore activities do not consist of processing on a large scale of special categories of data,
nor personal data relating to criminal convictions and offences (Article 37(1) (c) of the
GDPR),

the School does not appoint a Data Protection Officer.

Under Article 37(1) (a) of the GDPR, if Data Processing is carried out by a public authority or
body, a DPO shall be appointed by the Data Controller. The Hungarian translation of this Article
of the GDPR, however, provides that “public bodies and other bodies performing public duties”
(kozhatalmi szervek vagy egyéb, kozfeladatot ellato szervek in Hungarian) shall appoint a DPO.
Education may be interpreted as public duty.

As at the date of implementation date of this Policy, neither the GDPR-related amendments of
the Data Protection Act nor guidance of the NAIH in respect of the matter specified in section
9.1 has been released. Therefore, the School is not aware of any specific Hungarian rule under
which Article 37(1) (a) of the GDPR should be interpreted differently from the wording of the
authentic version. Nevertheless, the School will be constantly monitoring updates to the relevant
Hungarian laws and the practice of the NAIH, and if necessary, will appoint a DPO.

Concerning Personal Data related queries, Data Subjects may contact directoroffice(@aisb.hu.

DATA PROTECTION IMPACT ASSESSMENT

The School does not need to conclude a Data Protection Impact Assessment (“DPIA”) for the
following reasons:

(a)  According to the GDPR, DPIAs have to be carried out if a type of processing, especially
the use of new technologies, is likely to create a high risk to the rights and freedoms of
individuals. Opinion no. 43 of the W29 Working Party (“WP29”), lists those nine criteria
that are “likely to result in a high risk” processing. These criteria include Data Processing
concerning vulnerable Data Subjects. Children can be considered as not being able to
knowingly and thoughtfully oppose or consent to the processing of their data, and they
may fall under the category of vulnerable Data Subjects.

(b)  The WP29 considers that the more criteria are met by the processing, the more likely it is
to present a high risk to the rights and freedoms of data subjects, and therefore to require
a DPIA. As arule of thumb, a processing operation meeting less than two criteria may not
require a DPIA due to the lower level of risk.

(c)  Although the School processes Personal Data of vulnerable Data Subjects, as most
processing of Student’s data are statutory obligations (and not based on consent, like in
cases of social media sites targeted to children), and as Parents are carefully notified, no
“likely to result in a high risk” processing will be made at the School. Therefore, the
School does not need to conduct a DPIA.

Under Article 35(4)-(5) of the GDPR, NAIH as local data protection authority will have to
establish and make public a list of the kind of processing operations which are subject to the

DPP AISB 2019 -25 -



11.

11.1

11.2

11.3

12.

12.1

12.2

requirement for a data protection impact assessment. NAIH may also establish and make public
a list of the kind of processing operations for which no data protection impact assessment is
required. So far, neither of these lists have been disclosed. Nevertheless, the School will be
constantly monitoring updates to guidance disclosed by the NAIH, and if necessary, will conduct
DPIA.

DATA DISPOSAL

The School disposes the Personal Data, without undue delay, but within 3 business days from at
the latest, upon:

(a)  receiving a request for deletion / revocation of consent made by the Data Subject (if Data
Processing is based on consent);

(b)  the expiration of the retention period; or
(c)  the completion of the purpose of the Data Processing.
Electronic data are deleted from the servers where they are placed.

Disposable paper-based data are physically destroyed by using shredders.

RIGHTS OF DATA SUBJECTS

The Data Subjects may exercise their rights listed below by contacting the School via e-mail or
registered postal mail with return of receipt under the School’s contact details as specified in
section 5 above. Queries sent in postal mails are regarded authentic if the sender can clearly be
identified. Queries in e-mails are regarded authentic only if they are sent from the e-mail address
of the Data Subject, which does not preclude other identifications of the Data Subject by the
School.

The School examines the queries of the Data Subjects and makes decisions on such requests
communicated in writing towards the affected Data Subject without undue delay.

Right to access

(a)  The Data Subject has the right to obtain from the School confirmation as to whether or
not Personal Data concerning him or her are being processed, and, where that is the case,
access to the Personal Data and the following information without undue delay:

(i) the purposes of the processing;
(i1) the categories of Personal Data concerned;

(iii) the recipients or categories of recipient to whom the Personal Data have been
or will be disclosed, in particular recipients in Third (non EU) Countries;
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12.3

12.4

(b)

(c)

(d)

(iv) where possible, the envisaged period for which the Personal Data will be stored,
or, if not possible, the criteria used to determine that period;

(v) the existence of the right to request from the School rectification or erasure of
Personal Data or restriction of processing of Personal Data concerning the data
subject or to object to such processing;

(vi) the right to lodge a complaint with the NAIH;

Where Personal Data are transferred to a Third Country, the Data Subject has the right to
be informed of the appropriate safeguards relating to the transfer.

The School provides a copy of the Personal Data undergoing processing. For any further
copies requested by the Data Subject, the School charges a reasonable fee based on
administrative costs and fulfils the request after the payment of the fee. Where the Data
Subject makes the request by electronic means, and unless otherwise requested by the
Data Subject, the information shall be provided in a commonly used electronic form.

The right to obtain a copy may not affect the rights and freedoms of others adversely.

Right to rectification

The Data Subject has the right to obtain from the School without undue delay the rectification

of inaccurate Personal Data concerning him or her. Taking into account the purposes of the

processing, the Data Subject has the right to have incomplete Personal Data completed,

including by means of providing a supplementary statement.

Right to erasure (“right to be forgotten™)

(a)

(b)

The Data Subjects have the right to ask for the erasure of his or her Personal Data without
undue delay.

The School has the obligation to erase Personal Data without undue delay where one of
the following applies:

(i) the Personal Data are no longer necessary for the purposes for which they were
collected or processed;

(i1) the Data Subject withdraws consent on which the processing is based, and there is
no other legal ground for the processing;

(iii) the Data Subject objects to the processing and there are no overriding legitimate
grounds for the processing;

(iv) the Personal Data have been unlawfully processed;

(v) the Personal Data have to be erased for compliance with a legal obligation in
European Union or Hungarian law.
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12.5

12.6

13.

13.1

(c)

Where the School has made the Personal Data public and is obliged to erase the Personal
Data, the School takes reasonable steps, including technical measures, to inform
controllers which are processing the Personal Data that the Data Subject has requested the
erasure by such controllers of any links to, or copy or replication of, those Personal Data.

Right to object

(a)

(b)

The Data Subject has the right to object at any time against the processing of his or her
Personal Data, if such processing is necessary for the purposes of the legitimate interests
of the School, including profiling. In case the Data Subject objects, the School can no
longer process the Personal Data unless the School demonstrates compelling legitimate
grounds for the processing which override the interests, rights and freedoms of the Data
Subject or for the establishment, exercise or defense of legal claims.

At the latest at the time of the first communication with the Data Subject, the right to
object is explicitly brought to the attention of the Data Subject, presented clearly and
separately from any other information.

Right to restriction of processing

(a)

(b)

(c)

The Data Subjects have the right to obtain from the School restriction of processing where
one of the following applies:

(1) the accuracy of the Personal Data is contested by the Data Subject, for a period
enabling the School to verify the accuracy of the Personal Data;

(i1) the Data Processing is unlawful and the Data Subject opposes the erasure of the
Personal Data and requests the restriction of their use instead;

(ii1) the School no longer needs the Personal Data for the purposes of the Data Processing,
but they are required by the Data Subject for the establishment, exercise or defense
of legal claims;

(iv) the Data Subject has objected to the Data Processing, pending the verification
whether the legitimate grounds of the School override those of the Data Subject.

Where processing has been restricted, such Personal Data, with the exception of storage,
is only processed with the Data Subject’s consent or for the establishment, exercise or
defense of legal claims or for the protection of the rights of another natural or legal person
or for reasons of important public interest of the Union or of Hungary.

A Data Subject who has obtained restriction of the Data Processing is informed by the
School before the restriction of Data Processing is lifted.

REMEDIES

Any Data Processing related queries can be sent to the e-mail address of the School as specified

in section 1.2.3 above.
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13.2 In case the Data Subject has the opinion that their complaints were not handled properly, or they
believe that their rights were abused in any way, they have the right to search for remedies at the
NAIH. The contact information of the NAIH:

Name in Hungarian Nemzeti Adatvédelmi és Informacidszabadsag Hatosag
Address 1055 Budapest, Falk Miksa u. 9-13

Mailing address 1530 Budapest, Pf. 9

Telephone +36 1 391 1400

Telefax +36 1391 1410

E-mail ugyfelszolgalat@naih.hu

Website www.naih.hu

13.3 If Data Subjects believe that their rights were abused, they can initiate a court procedure in front
of the regional court. Such procedure can be commenced in front of the regional court according
to the address or the temporary residence of the Data Subject according to his choice. Upon
request, the School notifies the Data Subject on the possibility of legal remedies.

14. AMENDING THE DATA PROTECTION POLICY
14.1 The School has the right to amend this Policy any time with its unilateral decision.

14.2 The Data Subject accepts the amended rules of the Policy by becoming aware of its content.
Besides providing the possibility of access for the Data Subjects, there is no need to seek the
consent of each Data Subject.

14.3 The effective date and the version number of this Policy can be found on the cover page.

1 February 2022, Nagykovacsi

Brett N. Penny
Director
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ANNEX 1.

DATA PROCESSORS (“ADATFELDOLGOZOK”)

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Registration number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function
Name
Tax ID number
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Kulcssoft payroll system support

Kulcs-Soft Szamitastechnika Nyrt.

13812203-2-41

1022 Budapest, Torokvész ut 30/A.

Have access to the Kulcssoft payroll system while supporting it

Web purchase system support and development

Dialdg Plusz Szamitastechnikai Kft.

10606494-2-41

1137 Budapest, Katona Jozsef u. 14.

Have access to the webpurchase system and SAP data while
supporting purchase system of AISB

Doctor of the School for employees (“iizemorvos™)
Swiss Medical Services Kft.

01-09-561648

1092 Budapest, Kinizsi u. 22

Medical service provider

SAP system support

NTT Data Kft.

10960273-2-43

1117 Budapest, Neumann Janos u. 1. Infopark A épiilet fsz.
Have access to SAP system while supporting it

Travel agency

ConnecTicket Travel Agency (Utazasi Ugynokség)
14797213-2-41

1053 Budapest, Szép u. 2.

Using names, passport numbers, date of travel while organizing
trips

Technical assistance for providing cafeteria service

OTP Pénztarszolgaltatod Zrt.

13272346-4-41

1051 Budapest, Mérleg utca 4.

Using data for preparing OTP SZEP card (name, tax number,
amount)

Technical assistance for providing cafeteria service
Edenred Magyarorszag Kft.

10884979-2-41

1134 Budapest, Vaci ut 45. G. ép. +3. em

Using data for preparing Edenred card (name, tax number,
amount)

Translator
Orszagos Fordito ¢s Forditashitelesité Iroda Zrt.
10941908-2-42

-30 -



Seat/address
Type of data processing

Function
Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function
Name

Tax ID number
Seat/address

Type of data processing

Function
Name

Tax ID number
Seat/address
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1062 Budapest, Bajza u. 52.
Translation of official documents (birth certificate, marriage
certificate, driver license)

Customs assistance for teachers

TNT Express Hungary Kft.

10376166-2-44

1185 Budapest II. Logisztikai kdzpont - Irodaépiilet BUD
Nemzetkozi Repiilotér 283. ép.

Using name, nationality, address, date and place of birth,
passport number for custom office (custom clearance), based on
consent

Customs assistance for teachers

Federal Express Corporation Magyarorszagi Fioktelepe
22246891-2-13

2220 Vecsés Loérinci ut 59. C. ép. 5.

Using name, nationality, address, date and place of birth,
passport number for custom office (custom clearance), based on
consent

Support moving of teachers

Putters International Movers Zrt.

10813951-2-41

1139 Budapest, Forgach utca 9/b

Using names, addresses and list of belongings together with the
dates of moving, employment certification

Support moving of teachers

Gosselin Mobility Budapest Kft.

11932989-2-43

1094 Budapest, Liliom utca 1/b

Using names, addresses and list of belongings together with the
dates of moving, employment certification

Support moving of teachers

EuroMove & Relocation Kft.

12813995-2-43

1116 Budapest, Barazda utca 40.

Using names, addresses and list of belongings together with the
dates of moving, employment certification

Support moving of teachers

Move One Moving Company / Tibor Bir6

10858134-2-43

1117 Budapest, Neumann Janos u 1/E, 5th Floor

Using names, addresses and list of belongings together with the
dates of moving, employment certification

Support moving of teachers

AGS Budapest

10897438-2-43

1116 Budapest, Hunyadi Janos ut 162.
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Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function
Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing
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Using names, addresses and list of belongings together with the
dates of moving, employment certification

Support moving of teachers

Santa Fe Relocation Kft.

10845754-2-43

1211 Budapest, Szallité u. 6

Using names, addresses and list of belongings together with the
dates of moving, employment certification

Auditing AISB

KPMG

10263332-2-44

1143 Budapest, Vaci ut 31.

Employment contract information when necessary in order to
audit financials

Outdoor programs

Czuczo Kft.

12182400-2-41

1039 Budapest, Czuczor utca 11/b

Students name, grade, age and parents permission

Outsourced exams and tests

PSAT/SAT

N/A

The College Board, 250 Vesey Street, New York, NY 10281
Testing students/students data

Online platform

Linchpin Analytics Private Limited

CIN U91900MH2014NPL253823

605 Side B, Commercial 1, Kohinoor City, Kirol Road, Off. LBS
Marg, Kurla (West), Mumbai 400070

Learning data analytics

Global Online Acadamy membership
GOA/Global Online Academy
EIN:45-156078

14050 1st Ave. NE, Seattle, WA 98125 US
Student data needed for the education program

Dashboard

The International School of Belgrade
104940647

Temisvarska 19, 11000 Belgrade, Serbia
Data analysis of AISB's students

Actuaries, Pension Consultants, and Plan Administration
401K/Siegel Actuarius

651279994

420 Commonwealth Drive, Suite 101, Warrendale, PA 15086
Personal information needed for the insurance
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Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function

Name

Tax ID number
Seat/address

Type of data processing

Function
Name
Tax ID number
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401K retirement plan

401K/John Hancock

EIN:01-0233346

P.0.Box 600, Buffalo, NY 14201-0600 US
Personal information needed for the insurance

401K plan administrator

Integrated Financial Planning Services -Jon Levy
N/A

H-6000 Kecskemét, Mariahegy u. 115/A
Personal information needed for the insurance

Medical insurer and insurance broker
Prémium Egészségbiztositd

18177734-2-41

H-1138 Budapest, Dunavirag utca 2-5.
Personal information needed for the insurance

Pajzs health insurance

Generali Biztositd

10308024-4-44

H-1066 Budapest, Teréz korut 42-44.

Personal information needed for the insurance

Medical insurance broker

Clements

721902110

1301 K St. NW, Suite 1200 West Washington, DC 20005
Personal information needed for the insurance

Medical insurance network operator

CIGNA

56-1971088

13680 Collections Center Drive, Chicago, IL 60693 US
Personal information needed for the insurance

Medical insurance

Lloyd's of Brussels

BE 0682.594.839

Bastion Tower Marsveldplein 5, 1050 Brussels, Belgium
Personal information needed for the insurance

Paediatrician

Dr Kordé Izabella

67874749-1-33

2094 Nagykovacsi, Kaszalo utca 12-14.
Medical/health information of students

Fire and Bricks outdoor program
Koleszar Ferenc ev.
56516498-1-33
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Seat/address 2094 Nagykovacsi Muskatli utca5.
Type of data processing  Names and grades of students, parent permission

Function Cafeteria Services

Name Mezna For You Kft.

Tax ID number 32023907-2-41

Seat/address 1132 Budsdapest, Kresz Géza utca 37. A. ép. 3. 14.

Type of data processing Name, grade, class and ID number of student, name and email of parents
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ANNEX 2.
PRIVACY NOTES SAMPLES

PART 1
PRIVACY NOTE FOR APPLYING STUDENTS

By providing your Personal Data during the application process, you consent that your Personal Data
will be processed by the School for the purposes of the successful execution of the application process.
Y ou may find further information and details of such processing in our Data Protection Policy accessible
at [www.aisb.hu].

PART 2
PRIVACY NOTE FOR ALUMNI ON PROCESSING THEIR PERSONAL DATA AFTER
GRADUATION

We hereby notify you that we keep your Personal Data which are necessary for you in order to move
into higher education perpetually as prescribed by law. Also, as automatically erasing your photos from
former school yearbooks would cause an unreasonable burden for us, we still keep your photos in such
yearbooks after graduation.

You, as a graduate of the School, may provide your consent for AISB in order to contact you in the
future and such to the processing of your Personal Data by the School for the purposes of notifying you
about alumni events. You may give your consent by sending an e-mail to the e-mail address
alumni(@aisb.hu with acknowledgment of receipt function clicking the “I consent” tab in the e-mail.

Detailed rules on the processing your Personal Data (including your rights and remedies in relation to
such processing) are to be found in our Data Protection Policy accessible on www.aisb.hu.

PART 3
PRIVACY NOTE FOR JOB APPLICANTS

Applicants

Personal Data you disclose during the application process will be processed by the School for the
purposes of the successful execution of the application process. You may find further information and
details of such processing in our Data Protection Policy accessible at [www.aisb.hu].

Declined applicants

Unfortunately we decided not to hire you this time, but if you wish to be informed on our similar
vacancies in the future, please provide your consent thereto by and the relating processing of your
Personal Data [replying to this e-mail] / [clicking on the consent button]. If you do not intend to receive
notifications anymore, you may de-register any time by sending an e-mail to the e-mail
directoroffice@aisb.hu. You may find further information and details of the processing of your Personal

Data in our Data Protection Policy accessible at [www.aisb.hu].
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PART 4
PRIVACY NOTE FOR TEACHERS OTHER EMPLOYEES, AND BOARD MEMBERS

Adatvédelmi tajékoztato

Ez a dokumentum (a  tovabbiakban:
»Tajékoztato”), amely a Faculty Handbook
része, a Munkavallald részére az American
International School of  Budapest-tel
(,,Munkaltat6”) kotott munkaszerzodésének
kezdetén, ill. ha azt korabban kototték az
Adatvédelmi Szabalyzat kidolgozéasat kdvetden
keriil  atadasra. A Munkavallalonak a
Téjékoztatot el kell olvasnia és meg kell értenie.
A munkaszerzddése alairasaval a Munkavallald
egyben kijelenti, hogy megértette a Tajékoztato
tartalmat. A Tajékoztat6 az Eurdpai Parlament és
a Tanacs (EU) 2016/679 szamu, a természetes
személyeknek a személyes adatok kezelése
tekintetében torténd védelmérdl és az ilyen
adatok szabad aramlasarol szolo rendeletének
(altalanos adatvédelmi rendelet, ,,GPDR”),
valamint az informacioés Onrendelkezési jogrol és
az informacioszabadsagrol szold 2011. évi CXII.
torvény alapjan részletes tajékoztatast tartalmaz
a Munkavallalo személyes adatainak Munkaltato
altal torténo kezelésérdl az alabbiak szerint:

1. Cél és jogalap

A Munkaltaté a Munkavallalé személyes adatait,
munkavallalassal kapcsolatos célok érdekében
kezeli. Ez magaban foglalja az adatok
felhasznalasat a munkaszerzodés teljesitésére, a

jogszabalyi kovetelményeknek valo
megfelelésre, és a Munkaltatd jogos érdekeinek
érvényesitésére. A kiillonboz6 adattipusok

tekintetében az adatkezelési célok és jogalapok
részletes listdja a Munkaltatdé Adatvédelmi
Szabalyzataban talalhato.

2. Adattipusok

A Munkaltaté altal kezelt személyes adatok
tipusai, tobbek kozott, magukban foglaljak a
Munkaltatdé www.aisb.hu oldalon hozzaférhetd
Adatvédelmi Szabalyzatanak 2.4. pontjaban
foglalt adatokat, igy tobbek kozott, a
munkavallalo személyi ¢és kapcsolattartasi
adatait, bérszamfejtéshez, juttatdsokhoz ¢és
koltségekhez sziikséges informaciot, szabadsag,
betegszabadsag és egyéb tavollét nyilvantartasat;
karriertorténettel kapcsolatos dokumentumokat,
képzési adatokat, eredményeket, teljesitmény-
felméréseket, az éves orvosi alkalmassagi
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Data Privacy Note

This document (hereinafter: the “Note”) is a part
of the Faculty Handbook, which is given to the
Employee in the beginning of his/her
employment with the American International
School of Budapest (the “Employer”), or after
the implementation of ‘AISB Data Protection
Policy. The Note must be read and understood
by the Employee. By signing the Employment
Agreement, the Employee declares that he
acknowledged the content of this Note. The Note
contains a detailed notification concerning the
processing of the Employee’s personal data by
the Employer in accordance with regulation
(EU) 2016/679 of the European Parliament and
of the Council on the protection of natural
persons with regard to the processing of personal
data and on the free movement of such data
(General Data Protection Regulation, GDPR)
and Act CXII of 2011 on the Right of
Informational ~ Self-Determination and on
Freedom of Information (hereinafter referred to
as “Information Act”) as follows:

1. Purpose and legal basis

The Employer keeps and processes the
Employee’s personal data for employment
purposes. This includes using data to comply
with the employment contract, to comply with
legal requirements, and pursue its legitimate
interests. The detailed list of purposes and legal
bases for different data types can be found in the
Data Protection Policy of the Employer.

2. Types of data

The types of personal data the Employer
processes include [the data specified in section
2.4 of the Data Protection Policy of the
Employer accessible at www.aisb.hu, amongst
others, personal identification and contact details
of the Employee, information needed for payroll,
benefits and expenses purposes; records of
holiday, sickness and other absence; and records
relating career history, such as training records,
appraisals, other performance measures and the
result of yearly medical health checks (capable /
not capable), etc.
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vizsgalat eredményét (megfelelt / nem felelt
meg), stb.

3. Egészségiigyi adatok

Amennyiben sziikséges, a Munkaltato tarolhat a
Munkavallaléra  vonatkozo egészségligyi
adatokat, amelyek magukban foglalhatjak a
tavollét okait, jelentéseket és megjegyzéseket.
Ezen adatok kezelésére munkahelyi
egészségvédelmi és biztonsagi
kovetelményeknek valdo megfelelés érdekében
keriil sor. Ezen adatokra wugyanakkor a
Munkaltatonak a jogszabalyok altal eldirt és
vallalati  tappénz,  egészségbiztositds  €s
¢letbiztositas adminisztracioja és kezelése miatt
is sziiksége van.

4. Adatok atadasa harmadik személyeknek
Az alabbiakban emlitetteken kiviil a Munkaltato
csak akkor ad at munkavallaloi személyes
adatokat harmadik személyeknek, ha a
Munkaltatot e tekintetben jogi kotelezettség
terheli, vagy a Munkaltatonak a Munkavallaloval
szemben fennalld szerzddéses kotelezettségei
teljesitéséhez sziikséges, példaul a
Munkaltatonak bérszamfejté, nyugdij- vagy
egészségbiztositd részére kell atadnia azokat.

5. Adatfeldolgoziok

A Munkaltato adatfeldolgozoknak
munkavallaloi személyes adatokat adhat at a
munkaviszonyhoz ~ vagy a  vallalkozas

tizletmenetéhez kapcsolddo célokbol, beleértve a
bérszamfejtést és egészségiigyi vizsgalatot. Az
adatfeldolgozok  listajat a  Munkaltato
Adatvédelmi Szabalyzata tartalmazza.

6. A személyes adatok tarolasa és biztonsaga
A Munkavallaldo  személyes adatai a
munkaviszony ideje alatt keriilnek tarolasra,
kivéve azokat az adatokat, amelynek megdrzését
torvény irja el6, vagy amelyek megorzéséhez a

Munkavallalé  hozzajarult. Az  adatok
megOrzésével kapcsolatos biztonsagi
intézkedések a  Munkaltatdé  Adatvédelmi

Szabalyzataban talalhatoak.

7. A Munkavallald jogai

A Munkaviéllalonak joga van a személyes
adataihoz  valé hozzaféréshez, személyes
adatainak helyesbitéséhez vagy azok torlés¢hez,
a személyes adatait érintd adatkezelés
korlatozasahoz, tiltakozhat az adatkezelés. A
fenti jogok részletes leirasat a Munkaltato
Adatvédelmi Szabalyzata tartalmazza.

8. Hozzajarulas visszavonasa

Abban az esetben, ha a Munkavallalo
hozzajarulasat adta bizonyos személyes adatai
kezeléséhez, akkor a  Munkavallalonak
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3. Health related data

Where necessary, the Employer may keep data
relating to the Employee’s health, which could
include reasons for absence, reports and notes.
This data will be used in order to comply with
health and safety and occupational health
obligations. The Employer will also need this
data to administer and manage statutory and
company sick pay, or health insurance or life
insurance policies.

4. Disclosure to third parties

Other than as mentioned below, the Employer
only discloses data of the Employee to third
parties if the Employer are legally obliged to do
so or where the Employer needs to comply with
contractual duties to the Employee, for instance
the Employer may need to pass on certain
information to an external payroll provider,
pension or health insurance schemes.

5. Data processors

The Employer may transfer data about the
Employee to data processors for purposes
connected with employment or the management
of the company’s business including payroll and
health check purposes. The list of data
processors can be found in the Employer’s Data
Protection Policy.

6. Storage and security of personal data

The Employee’s Personal Data is stored for the
period of employment except those data the
retention of which is required by statutory
obligation or the Employee provided his consent
to holding it. Security measures concerning
keeping the data can be found in the Employer’s
Data Protection Policy.

7. The Employee’s rights

The Employee has the right to request access to
and rectification or erasure of his Personal Data,
the right to restrict processing, object to
processing. The details of such rights can be
found in the Employer’s Data Protection Policy.

8. Withdrawal of consent

If the Employee has provided consent for the
processing of certain of his Personal Data, the
Employee has the right (in certain
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(bizonyos esetekben) joga van a hozzajarulast
barmikor visszavonni, ami azonban nincs
kihatassal a hozzajarulas visszavonasa -eldtti
adatkezelés jogszerliségére.

9. Jogorvoslatok

A Munkavallalonak joga van panasszal fordulni
a Nemzeti Adatvédelmi és Informacioészabadsag
Hatosaghoz vagy a bir6saghoz, abban az esetben,
ha tigy véli, hogy a Munkavallal6 nem felelt meg

a Munkavallal6 személyes adatainak a
kezeléséhez sziikséges relevans jogszabalyi
kovetelményeknek.
10. Kapcsolattarto

Abban az esetben, ha a Munkavallalonak
barmely aggalya tamad az adata kezelésével
kapcsolatban, a Munkavallald az alabbi e-mail-
en keresztiil kaphat felvilagositast:
directoroffice@aisb.hu

11. Adatvédelmi Szabalyzat

Tovabbi informaciot a Munkavallalo a
Munkaltatdé www.aisb.hu oldalon hozzaférhetd
Adatvédelmi Szabélyzatban talalhat.

circumstances) to withdraw that consent at any
time which will not affect the lawfulness of the
processing before the consent was withdrawn.

9. Remedies

The Employee has the right to lodge a complaint
to the Hungarian Data Protection Office or to the
court if he believes that the Employer have not
complied with the requirements of the relevant
legal rules with regard to the Employee’s
personal data.

10. Contact person

If the Employee has any concerns as to how his
data is processed, the Employee can contact by
e-mail: directoroffice(@aisb.hu

11. Data Protection Policy

For further information, the Employee can
consult with the Employer’s Data Protection
Policy accessible at www.aisb.hu.

NOTIFICATION FOR BOARD MEMBERS
Concerning your membership of the School Board, the School hereby notifies you that it processes your
personal data to the necessary extent. The details of such data processing can be found in the School’s
Privacy policy, Data Protection Policy, available in paper format at the reception or on www.aisb.hu.

PART 5
COOKIE NOTE

In order to provide you a customized service, a small data package (“cookie”) is placed on your
computer. The purpose of the cookie is to ensure the highest quality of the Website, to provide
personalized services, to improve your user experience. You can delete the cookie from your computer
or set up your browser to disable cookies. By prohibiting the use of cookies, you acknowledge that,

without a cookie, the operation of this site may not be complete.

When providing personalized services, we process the following Personal Data by using cookies:
demographics and interest information, habits, preferences (based on your browsing history).

CHATBOX NOTE

By starting a conversation in this chatbox, you consent to the fact that AISB processes your personal
data you provide in this chatbox. For more information, please see our Data Protection Policy, available
in paper format at the reception or on www.aisb.hu.
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PART 6
PRIVACY NOTE FOR VISITORS

With your entrance, we process your Personal Data for the purpose of safety of persons and goods. For
more information, please see our Data Protection Policy, available in paper format at the reception or

on www.aisb.hu.

PART 7
PRIVACY NOTE ON CAMERA SURVEILLANCE

This place is under camera surveillance for the purpose of ensuring safe
and secure environment for our students and community, security and/or
property and valuables. The camera surveillance system is controlled by
the American International School of Budapest. Recordings are retained
\ for a period of 7 (seven) days] or [30 (thirty) days in case financial asset
or cash above the value of 5.000.000 HUF (five million HUF) might be
in danger. For further information, please see our Data Protection Policy,
available on our website, or contact by e-mail: directoroffice(@aisb.hu.
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ANNEX 3.
RULES OF THE OPERATION OF SURVEILLANCE CAMERA SYSTEM

A closed-circuit television surveillance camera system is operated at the territory of the School in
order to ensure the safety of the Employees, Students and other persons entering School territory
and properties of the School. During the operation of the System, Employees, Students and other
people entering the School territory are recorded (the “Recording”), of which images and sound are
Personal Data.

The System records digitally and is equipped with a movement detection system. The system records
movements detected by the cameras in the surveillance areas and the date, time and location. The
cameras function 24 hours a day, 7 days a week. The recording quality, depending on the siting, can
enable persons to be identified. The majority of the cameras are fixed. Some cameras have a limited
power optical zoom making it possible to zoom in on a location or a person to follow him/her if
necessary. The System does not use so-called intelligent technologies, is not connected to other
systems, does not use covert surveillance, some of the cameras record sound signals but none of
them use ‘speech-enabled surveillance cameras’. No cameras cover locations where persons may
expect greater respect for their privacy (e.g. bathroom, changing room, etc.).

Personal Data captured by the Recordings are processed for the purposes specified in section 5
below, on the legal basis of the legitimate interests pursued by the School and persons entering the
School (GDPR Artticle 6, section 1 (f)).

Personal Data captured by the Recordings are retained for the period of 7 (seven) days or 30 (thirty)
days in case financial asset or cash above the value of 5.000.000 HUF (five million HUF) or the
safety of the School might be in danger, unless the Personal Data are used as evidence in a court
proceeding or in any other official proceedings in accordance with section 31(5) of the Security
Services Act.

Plans showing the location, purpose of operation, areas on which the camera are directed and plans
of the cameras are available, upon request, at the security department.

The Recordings may be accessed by the employees of the School with the position of Security
Manager, Security Supervisor, Business Manager and Director and if necessary to perform
supporting technical services (e.g. operation or maintenance of the System) the Data Processor (as
specified in section 7 below), under the supervision and instructions of the School. Name of the
persons accessing the recordings and date and purpose of access shall be recorded in separate
minutes.

Supporting technical services (e.g. operation or maintenance) in respect of the System are carried
out by LDSZ Vagyonvédelmi Kft., address: 7632 Pécs, Megyeri u. 119, register number: 02-09-
062135) as Data Processor under a separate written agreement.

In relation to Personal Data recoded by the System, Data Subjects shall have the applicable rights
and remedies specified in this Policy (section 13, 14), whereby the rights of the data subjects may
be restricted if that proves necessary to ensure the protection of the data subject or the rights and
freedoms of other persons (e.g. if a Data Subject wishes to have access to the Recordings in which
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s’he appears, it may be necessary to restrict his/her right of access in the event that another person
also appears in the same Recording and that person’s consent has not been obtained, in so far as the
System does not enable the image of a person to be masked).
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Name
Registered seat

E-mail
Description of transfer
(purpose, types of date)

Name

Registered seat
Company registration
number

E-mail

Description of transfer
(purpose, types of date)

Name

Registered seat
Company registration
number

E-mail

Description of transfer
(purpose, types of date)

Name

Registered seat
Company registration
number

E-mail

Description of transfer
(purpose, types of date)

Name

Registered seat
Company registration
number

E-mail

Description of transfer
(purpose, types of date)

Name

Registered seat
Company registration
number

E-mail

Description of transfer
(purpose, types of date)

Name
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ANNEX 4.
REGISTER ON DATA TRANSFERS

Magyar Allamkincstar (Hungarian State Treasury)
1054 Budapest, Hold u. 4.

onyf@onyf.allamkincstar.gov.hu

Data transfer of the Hungarian students like, name, grade, ID number, KIR
number - based on regulation in order to get the state subsidy (“normativ
tamogatds™)

Nemzeti Ado- és Vamhivatal (National Tax and Customs Administration)
1054 Budapest, Széchenyi u. 2.
15303086-2-51

nav_kozpont@nav.gov.hu
Transfer of income and family status information, data transfer based on
law (personal data)

Nemzeti Egészségbiztositasi Alapkezeld (National Health Insurance
Fund)

1139 Budapest, Vaci ut 73/A.

15328106-2-41

helpdesk@neak.gov.hu
Transfer of deducted burdens, illnesses, data, transfer based on law

Kiiliigyminisztérium (Ministry of Foreign Affairs and Trade)
1027 Budapest, Bem rkp. 47.
15311344141

konz@mfa.gov.hu
Data transfer for entry visa (personal data)

Bevandorlasi és Menekiiltiigyi Hivatal (Immigration and Asylum Office)
1117 Budapest, Budafoki 1t 60.
15722744-2-51

migracio@bah.b-m.hu
Data transfer for residence permit, for address change, for replacement of
any official document (personal data)

DHL Express Magyarorszag Szallitmanyozo és Szolgaltato Kft.
1185 Budapest, BUD Nemzetkozi Repiilotér repiil6tér 302. ép.
10210798-2-44

zoltan.bandli@dhl.com
Data transfer of name, nationality, address, date and place of birth,
passport number for custom office (custom clearance), based on consent

Nemzetkozi Posta Kicseréldé Kozpont
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Registered seat

E-mail

Description of transfer
(purpose, types of date)

Name

Registered seat

E-mail

Description of transfer
(purpose, types of date)

Name

Description of transfer
(purpose, types of date)
Guarantees applicable in
case of transfers to third
countries (i.e. non EU
countries)

Budapest, Liszt Ferenc Nemzetk6zi Repiil6tér 2. Terminal
customer.service@posta.hu

Data transfer of name, nationality, address, date and place of birth,
passport number for custom office (custom clearance), based on consent

Government Customer Service / City Council Office
i.e. Budakeszi, Hiivosvolgy, Pilisvorosvar, L., 1., V., VI, XII. district

Administration regarding parking fines, Car tax, Parking permit,
Registration card, Home address change for EU citizens)

Consulates of Hungary in the United States of America

Providing ID copies (passports, visas) of expatriate Teachers to the
Hungarian consulate when organizing moving/entering to Hungary
US-EU Privacy Shield Framework

Personal Data hosted on the external servers as listed below:

Application Name

Google — Suites

Veracross

Adobe — Suites

Weebly

NWEA - MAP TESTS

ERB-CTP
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Country of hosting Address
Dublin, Ireland Vienna
Eemshaven, Netherlands  Graben 19
Hamina, Finland 1010 Wien
St Ghislain, Belgium Austria

EU & USA 401 Edgewater Place
Suite 360
Wakefield, MA 01880
EU 345 Park Avenue
Adobe Systems Incorporated.
345 Park Avenue.
San Jose, CA 95110-2704.
USA 460 Bryant St San Francisco, California,
94107-1303, United States
EU and USA 121 NW Everett Street, Portland, OR 97209
USA 470 Park Avenue South, 2nd Floor South

Tower, New York, NY 10016
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WIDA

Follett Destiny

Seesaw

Survey Gizmo

ManageBac

EBSCO

CEM (Centre for

Evaluation &
Monitoring)

PSAT/SAT

IB DP - online service

Zearn

Twitter

Facebook

DPP AISB 2019

USA

Follet Server

USA

EU - Germany

USA - EU

USA - EU

USA

USA

EU

USA

Ireland

USA, EU
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WIDA Consortium

Wisconsin Center for Education Research

(WCER)

University of Wisconsin-Madison
1025 W. Johnson Street, MD #23
Madison, WI 53706, U.S.A.

Follett Corporation

3 Westbrook Corporate Center, Suite 200,

Westchester, IL 60154

180 Montgomery Street, Suite 750
San Francisco, CA 94104

4888 Pearl East Cir. Suite 100
Boulder, CO 80301 USA

Americas Office

350 N Orleans St #9000n
Chicago, IL 60654
US.A.

EBSCO Information Services HQ
10 Estes Street, [pswich, MA 01938

The College Board
250 Vesey Street
New York, NY 10281

IB Global Centre, The Hague
Churchillplein 6

2517 JW

The Hague

The Netherlands

P.O. Box 20
New York, NY
10001

United States

1355 Market St #900, San Francisco, CA

94103, USA

Facebook HQ, Menlo Park, CA. 566251



Typingweb

Autodesk - Fusion 3016

- Thinker cad

Overdrive ebooks

Questia school

Newsbank

Britannica School
Encyclopedia

Libguides

Clever

Amplify

BrainPop

Turnitin

Quizlet
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USA

USA

USA, EU

USA, EU

USA

USA

Ireland on Amazon Web
Services

USA

USA

USA

UK

USA
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Autodesk, Inc.
111 Mclnnis Parkway.
San Rafael, CA 94903

OverDrive World Headquarters
One OverDrive Way
Cleveland, OH 44125 USA

1 North State Street
Suite 900

Chicago, IL 60602
United States

Corporate Offices and Headquarters.
5801 Pelican Bay Boulevard, Suite 600

Encyclopadia Britannica (UK) Ltd.
2nd Floor

Unity Wharf

Mill Street

London

SE1 2BH

England

1263 Mission St.

San Francisco CA 94103

55 Washington Street
Suite 800
Brooklyn, NY 11201-1071

BrainPOP
71 W 23rd St., 17th Fl
New York, New York 10010

Nobelstraat 4
3512 EN Utrecht
The Netherlands



ReadWorks

Vernier Logger Lite

WebAssign

Desmos

EASY CBM

Grammarly

Spelling city

RazKids

Olark

SWivl

HyTek Timing -
swimming and track
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USA

USA

USA

USA

USA

USA - UK/EU

USA

USA

USA

USA, EU

USA
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68 Jay Street
Suite 426
Brooklyn
NY

11201
United States

Vernier Software & Technology
13979 SW Millikan Way
Beaverton, OR 97005

United States of America

WebAssign/Cengage

Centennial Campus, 1791 Varsity Dr.,

Suite 200
RaleighNC27606

1488 Howard Street
San Francisco, CA 94103
United States

Grammarly, Inc.
548 Market Street, #35410
San Francisco, CA 94104

6300 N.E. 1st Ave., Suite 203 Fort
Lauderdale, FL 33334

Learning A-Z

1840 East River Rd, #320
Tucson, AZ 85718

USA

205 1/2 N Main St.
Ann Arbor, MI 48104

Boulder (HQ)
United States
1838 18th st apt B 80302

Active Network, LLC
Box 26158

26158 Network Place
Chicago IL 60673-1261



Socrative USA 38 Lee Street 1F
Cambridge MA 02139
USA

Kognity Sweden Linnégatan 87D
115 23 Stockholm
Sweden

Easelly USA Seattle, Washington, USA

inthinking UK InThinking
C/ Pere d'Urg 10, Planta 5
ADS500 Andorra la Vella
Andorra

Pearson Online US/UK 190 High Holborn
London, UK
WCI1V 7BH

ReadTheory USA 108 Pine Ln.
Chapel Hill, NC, 27514

Logger Pro USA Vernier Software & Technology
13979 SW Millikan Way
Beaverton, OR 97005
United States of America

Membean USA Membean Inc.
4900 SW Griffith Drive #216
Beaverton, OR 97005

Rocketlit USA

TTRS - Touch type, read USA Chislehurst Business Centre

and spell 1 Bromley Lane
Chislehurst
Kent
BR7 6LH
United Kingdom

UCAS - University and ~ UK/Europe Rosehill

college admissions New Barn Lane
Cheltenham
Gloucestershire
GL52 3LZ
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Biblionasium

Geogebra

Nessy

Instagram

Pintrest

Pivot Interactives

SendEDU -secure
document transfer

Mathgames

Parchment - etranscript
exchange

Pebble go - reading
software

quill.org - writing
software

Diagnostic Questions
(website)

Diigo

Skype
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USA

Austria

USA, UK

USA, EU

USA, EU

USA

USA

USA

US

US

USA

EU

USA

USA/EU
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Biblio Holdings
PO Box 1034
New York, NY 10150

Vienna, Austria

4519 Garfield Plaza, Suite 16B, Midland,
TX 79705

200 Jefferson Dr, 94025 Menlo Park,
United States

651 Brannan St, San Francisco, CA 94107,
USA

"Vernier Software & Technology
13979 SW Millikan Way
Beaverton, OR 97005

United States of America"

SENDedu Administrator
1920 East Parham Road
Henrico, VA 23228

Suite 200, 15332 Antioch Street, Los
Angeles, California, 90272

6263 N Scottsdale Rd, Ste 330
Scottsdale, Arizona 85250

1710 Roe Crest Drive
North Mankato, MN 56003
Hours: Mon-Fri, 9-5 CST

Empirical Resolution Inc.
55 Exchange P1.

Suite #603

New York, NY 10005

The Leather Market, Weston Street,
London, England, SE1 3ER.

NOT FOUND

Skype Communications SARL
23-29 Rives de Clausen
L-2165 Luxembourg



K-5 Math - Splashmath

Kahn Academy

Kids REading A-Z -
RAZ

Puffin - browser for iPad

QR Reader 4.1

Spark Video - video
maker iPad

Starfall ABCs

Starfall Learn to Read

Level It Books

Race Splitter - race
timing app

SmartMotion

Audible
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USA

USA

USA

USA
USA

USA

USA

USA

USA

USA

USA

US/EU
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Company No: R.C.S. Luxembourg
B100.468

StudyPad India Pvt. Ltd.

(Formerly Minglebrain Solutions Pvt Ltd)
801 Welldone Techpark

Sohna Road,Sector-48

Gurgaon (Hr) 122018, INDIA

1937 Landings Drive, Mountain View, CA
94043

Learning A-Z

1840 East River Rd, #320
Tucson, AZ 85718

USA

NOT FOUND
NOT FOUND

345 Park Avenue, San Jose, California,
95110-2704, USA

Starfall Education Foundation
PO BOX 359
Boulder, CO 80306

Starfall Education Foundation
PO BOX 359
Boulder, CO 80306

NOT FOUND

MakaluMedia Inc., 3606 Woodberry Drive,
Duluth, Georgia, USA

Smartmotion Bikes USA
3525 W. Cheyenne Ave.
Suite 109

North Las Vegas, NV 89032

Audible Headquarters
One Washington Park
Newark, NJ 07102



Auditory Memory US NOT FOUND
Playgrounds USA NOT FOUND
Plotaverse USA Plotagraph Inc.
333 Brannan Street
San Francisco, CA 94107
Switch&Glitch Finland www.kokoa.io
Kristianinkatu 8C
Helsinki, Helsinki 00170
Finland
Tynker USA 201 San Antonio Circle 104

Mountain View, CA 94040

Chatterpix 1.3

LiveStream
Atlas
FlipGrid
Canva
Finale
Bandcamp
Padlet
Piktochart
Prezi
iBooks
Dropbox
Book Creator

Video Delay
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USA

USA and EU
USA

USA

EU

Spain

USA - UK/EU
USA

USA

EU

USA, EU
USA, EU
USA

no server
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United States

Kahn Academy

1937 Landings Drive, Mountain View, CA

94043



ANNEX 5.
NOTIFICATION FORM FOR THE EVENT OF PERSONAL DATA BREACH

ADATVEDELMI INCIDENS BEJELENTESE
[MINTA]
SURGOS!

CiMZE"TT:
KULDO:

Cégnév:

Kiild6 személy neve: |...]

e-mail cime: [...]
telefonszama: [...]
fax-szama: [...]
egyeb: [...]

KULDES DATUMA ES IDEJE: [...]

KULDES MODJA:
e e-mailen
e faxon
o cgyéb:[...]
2. KAPCSOLATTARTOI ADATOK

3.1

3.3

3.5

3.1

3.3

3.5

3.7

DPP AISB 2019

Az Iskola neve és cime:
Az Iskola kapcsolattartdjanak neve:

Az elébbi személy elérhetdségei (telefonszam,
mobiltelefonszam, email-cim):

A SZEMELYES ADATOK
MEGSERTESE VONATKOZO
LEGFONTOSABB ADATOK ("ELSO
RESZ")

Az Adatvédelmi Incidens bekdvetkeztének
idépontja, sziikség esetén becslés alapjan:

Az  Adatvédelmi
idopontja:

Incidens észlelésének

A Személyes Adatok megsértésének modja és
koriilményei:

Az ‘érintett Személyes Adatok jellege ¢és
tartalma:

DATA BREACH REPORT
[SAMPLE]
URGENT!

TO:

FROM:

Name of company:

Sender’s name: |...]

email address: [...]
telephone: [...]
fax: [...]

other: [...]

SENDING DATE: [...]

FORM OF SENDING:
e viaemail
e viafax
o other: [...]
3. DATA OF CONTACT PERSON

32

34

3.6

32

34

3.6

3.8
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Name and address of the School:
Name contact person at the School:

Contact information of the person above
(phone number, mobile, email address):

THE MOST IMPORTANT DATA
CONCERNING THE PERSONAL DATA
BREACH (‘FIRST PART?)

Date of the occurrence of the Data Breach
(based on estimation, if necessary):

Date of the detection of the Data Breach:

Form and circumstances of the Personal Data
Breach:

Type and content of the Personal Data in
question:



3.9 Az Iskola &ltal az érintett személyes adatok
védelmére alkalmazott vagy alkalmazni
tervezett miiszaki és szervezeti intézkedések:*

4. A SZEMELYES ADATOK
MEGSERTESE VONATKOZO TOVABBI
ADATOK ("MASODIK RESZ'")

5.1 Az Adatvédelmi Incidens 0Osszefoglalasa,
megjelolve az adatok megsértésének fizikai
helyét és az érintett adathordozot is:

53 Az Erintettek szama:

5.5 A lehetséges kovetkezmények és kedvezotlen
hatésok ismertetése az Erintettekre nézve**:

5.7 A lehetséges kedvezétlen hatasok enyhitésére

az Iskola altal alkalmazott miiszaki és

szervezeti intézkedések:

6. HATARON ATNYULO
VONATKOZASOK (HA VANNAK)

Az Frintettek kozott vannak-e mas EU

tagallamokban €16 érintettek:

7.1

Megjegyzések az iirlap kitoltéséhez:

* Megjegyzés a fenti 2.5 ponthoz

Rendkiviil fontos részletes tajékoztatast nyujtani azzal
kapcsolatban, hogy a megfelel6 technikai vedelmi
intézkedéseket végrehajtottak-e, vagy, hogy ezen
intézkedeéseket alkalmaztik-e a biztonsag sérelmével
érintett adatok tekintetében.

** Megjegyzés a fenti 3.3 ponthoz

Lényeges koriilmény, hogy az Adatvédelmi Incidens,
azaz a személyes adatok megsértése varhatoan
hatranyosan érinti-e az Erintettek személyes adatait
vagy maganéletét. A tekintetben, hogy az
Adatvédelmi Incidens varhatéan hatranyosan érinti-e
az Erintettek személyes adatainak vagy
maganéletének védelmét, kiilondsen az alabbiakat
kell figyelembe venni:

a) az érintett személyes adatok jellegét és
tartalmat, kiilonosen akkor, ha azok pénziigyi
informaciokat, kiilonleges adatokat (pl.
vallasi, etnikai, szexualis iranyultsagra
vonatkozo, egészségiigyi és hasonld adatok),
helymeghatarozasi adatokat, internetes
naplofajlokat, internetes bongeszési
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3.10  Technical and organisational measures used or
planned by the School to protect the Personal

Data in question:*

5. ADDITIONAL INFORMATION
REGARDING THE PERSONAL DATA
BREACH (‘SECOND PART’)

5.2 Summary of the Data Breach, marking the
physical place and the medium of the Data
Breach:

5.4 Number of Data Subjects involved:

5.6 Description of possible consequences and
unfavourable effects for Data Subjects**:

5.8 Technical and organisational measures used

by the School to mitigate the possible
unfavourable consequences:

7. CROSS-BORDER RELATED ISSUES (IF
ANY)

7.2 Any of the Data Subjects living in other EU

member states:

Notes for filling the form:

* Note for point 2.5 above

It is highly important to provide detailed notification
regarding whether the appropriate technical
protection measures have been implemented or
whether those measures have been applied to the
data affected by the Data Security Breach.

** Note for point 3.3 above

It is an important circumstance whether the Data
Breach, i.e. the breach of personal data is likely to
adversely affect the Data Subjects’ personal data or
private lives. In regards whether the Data Breach
would adversely affect the Data Subjects’ personal
data or private lives, the following shall be
considered in particular:

a) type and content of the affected personal
data, especially if they affect financial
information, sensitive data (e.g. concerning
religious, ethnical, sexual orientation,
medical and similar data), localisation data,
internet log files, internet browsing history,
electronic mailing data;
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b)
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elozményeket, elektronikus levelezési
adatokat érintenek;

a személyes adatok megsértésének varhato
kovetkezményeit az Erintettre nézve,
kiilonosen akkor, ha a személyes adatok
megsértése személyes adattal vissza¢léshez,
testi épség sérelméhez, becsiiletsértéshez,
ragalmazashoz vagy a johirnév sérelméhez
vezethet; valamint

a személyes adatok megsértésének
koriilményeit, kiilondsen akkor, ha a Biintetd
Torvénykdnyvrdl szolo 2012. évi C.
torvényben szabalyozott tiltott adatszerzés
vagy informdcios rendszer vagy adat
megsértése, valamint az informdcios
rendszer védelmét biztosito technikai
intézkedeés kijatszasa biincselekmények
gyantja mertl fel, vagy az Iskola tudomassal
bir arrél, hogy az adatokat az adatkezelésre
nem jogosult személyek kezelik.
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b)

the expected consequences of the personal
data breach regarding the Data Subject,
especially if the breach of the personal data
could result personal data abuse, violation of
physical safety, slander, defamation or
damage to reputation; and

the circumstances of the breach of personal
data, especially if there is a suspicion of the
crimes of illicit access to data, breach of
information system or data, or
compromising or defrauding the integrity of
the computer protection system or device
regulated in Act C of 2012 on the Criminal
Code, or the School has the knowledge that
the data is controlled by persons who do not
have the right to control the data.



10.

ANNEX 6.
INTERPRETATION

“AISB” means the American International School of Budapest as data controller
“Alumni” means the former students of the School,;

“Archives Act” means Act LXVI of 1995 on Public Documents, Public Archives and on the
Protection of Private Archives Material.

“Board Members” means members of the board of trustees (kuratorium in Hungarian) of the
foundation operating the School.

“Data Controller” means the person, which determines the purposes and means of the processing
of Personal Data. In the use of the present Policy, the Data Controller is the School with the basic
information as follows:

Name American International School of Budapest

Registration number 5747

Seat/address H-2094 Nagykovacsi, Nagykovacsi ut 12., Hungary
Person in charge Mr Brett Penny/Ms Klara Armuth

E-mail address directoroffice(@aisb.hu

Website www.aisb.hu

“Data Processing” means any operation or set of operations which is performed on Personal Data
or on sets of Personal Data, whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination, restriction,
erasure or destruction.

“Data Processor” means a person which processes Personal Data on behalf of the Data Controller.
The details of the Data Processors currently used by the School are as listed in Data processors
(“Adatfeldolgozok™).

“Data Protection Act” means Act no. CXII of 2011 on information self-determination and freedom
of information.

“Data Security Breach” or “Data Breach” means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed.

“Director” means the Teacher who is responsible for the leadership and the management of the
School.
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

“Education Office” means “Oktatdsi Hivatal”, the Hungarian governmental agency responsible for
registering, supervising and organizing public educational activities (address: H-1055 Budapest,
Szalay utca 10-14, mailing address: 1363 Budapest, Pf. 19., e-mail address: info@oh.gov.hu, phone
number: (36-1) 374-2100, website: www.oktatas.hu).

“EMMI Decree” means EMMI decree no. 20/2012. (VIII. 31.) on the operation of educational
institutions.

“Employee” means employees employed at the School as Administrator, Teacher or Staff Member.

“External Supplier” means those persons which provide services to the School on the basis of a
mandate agreement.

“Finance Office” means the staff members of the School who are in charge of invoicing and
collecting Tuition and other fees

“GDPR” means Regulation (EU) 2016/679 (General Data Protection Regulation).
“GSO” means the General Service Officer of the School

“Handbook” means Elementary, Middle or High School Handbook or Faculty Handbook,
whichever is applicable.

“Labour Code” means Act no. I. of 2012 on the labour code.

“NAIH” means the Hungarian National Authority for Data Protection and Freedom of Information
(in Hungarian: Nemzeti Adatvédelmi- és Informacioszabadsag Hatosag).

“Parent” means any parents of the Student, including other possible guardians.

“Personal Data” means any information relating to Data Subject by which the Data Subject can be
identified; a Data Subject can be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person.

“Policy” means the present data protection policy of the School.

“Privacy Note” means a written text which aims to properly notify the Data Subjects on the
processing of their Personal Data including the basis, purpose and retention period of the data as
well as the related rights of the Data Subjects.

“Public Education Act” means Act no. CXC of 2011 on national public education.
“School” or “AISB” means the Data Controller.

“Security Services Act” means Act CXXXIII of 2005 on Security Services and the Activity of
Private Investigators.

“SLT” means the Senior Leadership Team of the School consisting of the Director, Principals,
Directors of Learning and Teaching, Advancement Director, IT Director and Business Manager
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29.

30.

31.

32.

33.

34.

“Staff” or “Staff Member” means employees at the School other than Faculty Members, including
office staff and security guards.

“Student” means the students of the School.

“Teacher” means administrators (SLTs), teachers, coaches, assistant teachers and substitute
teachers and counsellors at the School.

“THE” means the Travel, Housing and Event officer of the School
“Third country” means country outside of the European Union (non EU)

“Website” means www.aisb.hu.

In case any term is not defined in this section, it has to be interpreted according to the regulations of the
Data Protection Act, the GDPR, the Civil Code, the Public Education Act, the Public Employee Act, the
Labour Code, Handbook of AISB and other relevant legal rules.
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Retention item

ANNEX 7.

SCHEDULE 1 OF THE EMMI DECREE
Document retention plan for schools

Subject matter

Retention period (years)

Management, control and HR matters

S0 0N LR W~

0.

11.

Establishment, reorganisation and development of institution
Filing books, document disposal protocols

HR, salaries and labour matters

Labour protection, fire protection, accident prevention
Founder’s control

Professional supervision

Agreements, court and official matters

Internal policies

Civil defence

Work plans, reports,

Statistics

Complaint matters

Educational and teaching matters

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.

Educational, teaching experiments, innovations

Registry sheets, replacement registry sheets, editing logbooks
Admission, take-over

Student disciplinary and damages matters

Logbooks

Organisation and operation of student government

Qualified educational service

Organisation and operation of parents’ association
Consultant, expert opinions, suggestions and recommendations
Organization of practical training

Exam Protocols

Division of subjects

Child and youth protection

Students' papers, exams, course closure exams

Graduation exam, vocational exam

Document on the fulfilment of the Community service

Economic matters

27.

28.
29.
30.
31
32.
33.
34.

Real estate inventory, management, maintenance, building plans without

time limits, layout drawings, occupancy permits

Social security

Inventory, fixed asset inventory, asset register, scrapping
Annual budget, budget reports, accounting records
Operation of workshop

Allowances, benefits of children, pupils, fees

Expert opinion of expert committee

Budget support documents
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non disposable
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20

10

10
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